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The upcoming NPCC Board of Directors (BOD) meeting will be held on June 30th. The following is a summary of the 
North American Electric Reliability Corporation (NERC) State of Reliability 2016 Report, which was discussed at the 
April 27th NPCC BOD Meeting. 
 

NPCC Board of Directors Policy Input 

NERC’s State of Reliability 2016 Report focuses on the reliability performance of the bulk power system (BPS) over 
the past year, identifies and quantifies risk and performance, highlights key areas for improvement, and measures 
success in controlling risks to reliability. The report provides an overview of ongoing work by industry to improve 
reliability and resiliency. Analysis of system performance data enables NERC to identify risks to reliability, prioritize 
mitigation activities, and assess the effectiveness of risk control activities. Analysis of system performance data and 
trends are translated into key findings and recommendations, which are highlighted below. 
 

I. Adequate Level of Reliability  

a. Overview 
i. The State of Reliability 2016 conclusions found that the BPS provided an Adequate Level 

of Reliability (ALR) for 2015.  

ii. The objectives needed to meet ALR include stable BPS frequency and voltage within 
predefined ranges and no instability, uncontrolled separation, cascading loss of 
elements (e.g., transmission lines or transformers), or voltage collapse.  

b. Highlights 

i. There were no days in 2015 where the daily Severity Risk Index (SRI) made the top ten list 
for most severe SRI between 2008 and 2015. There were zero category 4 or 5 events and no 
reported cyber security incidents that resulted in loss of load.  

ii. A preliminary list of future Electric Reliability Organization (ERO) Enterprise focus areas 
includes continued emphasis on reducing relay misoperations, expanding assessment 
activities related to essential reliability services, and increasing efforts for both cyber and 
physical security. 

II. Key Findings  

a. Protection System Misoperations Decline; Top Causes Remain Unchanged 

i. Over the past year, the industry focused on the instantaneous ground overcurrent 
function and improving relay system commissioning tests.  

ii. The relay misoperation rate decreased from 10.4 % in 2014 to 9.4 % in 2015.  

iii. Results indicate that targeting the top three causes of misoperations should remain an effective 
mitigation strategy. The report recommends improving knowledge of risk scenarios by focusing 
education on the instantaneous ground overcurrent protection function and on improving relay 
system commissioning tests. 

b. BPS Resiliency to Severe Weather Improved 

i. As shown by the enhanced BPS performance and avoided generation outages in 2015, 



 

winter reliability and resiliency improved. This is partially due to the emphasis on seasonal 
preparation activities. 

ii. The report recommends performing daily SRI calculations on a regional basis to investigate 
the feasibility of correlating performance with regional weather data. 

c. Human Error has Decreased 

i. Transmission line outages caused by human error were significantly reduced to 0.028 outages 
per circuit in 2015 versus 0.039 in 2014 and 0.047 in 2013. This indicates that continued focus 
on human performance training and education is effective. 

ii. The report recommends focusing on human performance training and education through 
conferences and workshops that increase knowledge of possible risk scenarios. 

d. Overall Reduction in Qualifying Events 

i. There were fewer total events of Category 2 or higher in 2015, no Category 4 or 5 events, and 
only one Category 3 event.  

ii. A review of system disturbances resulted in the publishing of 16 lessons learned that shared 
actionable information with the industry, improving BPS reliability. 

iii. The report recommends that through the efforts of the Event Analysis Subcommittee (EAS) and 
participation of registered entities, NERC should continue to develop and publish lessons 
learned from qualifying system events. 

e. Modeling Improvements Led to Improved Blackout Risk Assessments 

i. The improved understanding of the grid is moving the industry toward more accurate 
simulations, including better potential to assess blackout risk. Progress will continue as efforts 
move into successive phases for 2016.  

ii. The report recommends that NERC should provide leadership in collaborative efforts to improve 
system model validation, particularly dynamic models, including the use of synchrophasor and 
other advanced technology. 

f. Essential Reliability Services (ESRs) Trend is Stable; Faces Potential Challenges 

i. The BPS has demonstrated generally stable frequency response performance from 2012–2015, 
but this is below historic levels for some interconnections.  

ii. Changes in the BPS resource mix could have reliability implications for ERSs that include 
frequency support. 

iii. The report recommends that the ERO should lead efforts to monitor the impacts of resource 
mix changes. 

g. No Load Loss Due to Cyber Security Events 

i. In 2015, there were no reported cyber security incidents that resulted in loss of load. There was 
one physical security incident that resulted in a loss of approximately 20 MW of load.  

ii. The report recommends that NERC actively maintain, create, and support collaborative efforts 
to strengthen situational awareness for cyber and physical security while providing timely and 
coordinated information to industry.  

iii. The report also recommends that industry review its planning and operational practices to 
mitigate potential vulnerabilities to the BPS. 
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